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Disclaimer  

 

The information contained in this document represents the current view of Microsoft Corporation on the issues discussed as of the 

date of publication. Because Microsoft must respond to changing market conditions, it should not be interpreted to be a 

commitment on the part of Microsoft, and Microsoft cannot guarantee the accuracy of any information presented after the date of 

publication. For the latest version of this document visit: http://www.microsoft.com/download/en/details.aspx?id=26647   

 

This document is for informational purposes only. MICROSOFT MAKES NO WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, AS TO 

THE INFORMATION IN THIS DOCUMENT.  

 

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the rights under copyright, no part of 

this document may be reproduced, stored in or introduced into a retrieval system, or transmitted in any form or by any means 

(electronic, mechanical, photocopying, recording, or otherwise), or for any purpose, without the express written permission of 

Microsoft Corporation.  

 

Microsoft may have patents, patent applications, trademarks, copyrights, or other intellectual property rights covering subje ct matter 

in this document. Except as expressly provided in any written license agreement from Microsoft, the furnishing of this document 

does not give you any license to these patents, trademarks, copyrights, or other intellectual property.  

 

© 2011 Microsoft Corporati on. All rights reserved.  

 

Microsoft and Microsoft Office 365 are either registered trademarks or trademarks of Microsoft Corporation in the United Stat es 

and/or other countries.  

 

The names of actual companies and products mentioned herein may be the trademarks of their respective owners.   

http://www.microsoft.com/download/en/details.aspx?id=26647
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Introduction  
Computing in the cloud raises questions about security, data protection, privacy and 

data ownership. Microsoft® Office 365  (including Microsoft® Exchange Online, 

Microsoft® SharePoint Online, and Microsoft® LyncÊ Online branded services) is 

hosted in Microsoft data centers, around the world and is designed to offer the 

performance, scalability, security and service levels business customers expect. We 

have applied state-of-the-art technology, and processes to maintain consistent and 

reliable access, security and privacy for every user. Microsoft Online Services has 

built-in capabilities for compliance with a wide range of regulations and privacy 

mandates. 

 In this document we provide our customers with a detailed overview of how 

Microsoft Online Services fulfill the security, privacy, compliance, and risk 

management requirements as defined in the Cloud Security Alliance (CSA) Cloud 

Control Matrix (CCM). Note that this document is intended to provide information on 

how Microsoft Online Services operate. Customers have a responsibility to control 

and maintain their environment once the service has been provisioned (i.e. user 

access management and appropriate policies and procedures in accordance with 

their regulatory requirements).    

 

Security requirements for the cloud: the Cloud Control Matrix. 

The Cloud Control Matrix (CCM) is published by a not-for -profit, member-driven 

organization of leading industry practitioners focused on helping customers make 

the right decisions when moving to the cloud. The matrix provides a detailed 

understanding of security and privacy, concepts and principles that are aligned to 

the Cloud Security Alliance guidance in 13 domains.  

Microsoft has published a detailed overview of our capabilities for the CCM 

requirements in this document. With this standard Request for Information (RFI) 

response we would like to illustrate and empower customers with in-depth 

information to evaluate different offerings in the market place today. 

 

Introducing Office 365.  

While Microsoft offers a range of cloud services, our objective here is to specifically 

provide answers for Microsoftôs Office 365 hosted business service offering.  Office 

365 provides a set of productivity applications that bring together online versions of our 

email and collaboration software with our familiar Microsoft Office Professional Plus 

suite in the cloud. Office 365 applications run on a cloud infrastructure and are 

accessible from various client devices. Customers do not manage or control the 

underlying cloud infrastructure, network, servers, operating systems, storage or the 

individual application capabilities with the exception of certain configuration 

capabilities.  For more information, please visit www.office365.com.  

  

 

 

 

 

The Cloud Security Alliance 

(CSA) is a not-for-profit 

organization promoting the 

use of best practices for 

security assurance within 

Cloud Computing. 

 

The Cloud Security Alliance 

published the Cloud Control 

Matrix, to support 

consumers in the evaluation 

of cloud services and to 

identify questions prudent to 

have answered before 

moving to cloud services.  In 

response to this publication, 

Microsoft Online Services 

has created this document 

to outline how we meet the 

suggested principles and 

mapped them to the ISO 

certification. 

 

Learn more: 

https://cloudsecurityalliance.org  

 

 

https://cloudsecurityalliance.org/research/projects/cloud-controls-matrix-ccm/
http://www.office365.com/
https://cloudsecurityalliance.org/
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How Office 365 is Delivered:   

The Services Stack 
 

When evaluating the control environment in a Software-as-a-Service offering, it is 

important to consider the whole services stack of the cloud service provider. Many 

different organizations may be involved in providing infrastructure and application 

services, increasing the risk of misalignment. A disruption of any one layer in the 

stack could compromise the delivery of the cloud service and have disastrous 

impacts. As a result, customers should evaluate how their service provider 

operates, and understand the underlying infrastructure and platforms of the service 

as well as the actual applications. 

 Microsoft is a cloud service provider that owns and controls the entire stack, from 

the applications developed for the cloud, to the data centers that host your data and 

service, all the way to the fiber optic cable pathways that transport your information, 

and to the actual provisioning of the service.  

 In the Office 365 environment, the service is managed by the Microsoft Global 

Foundation Services group, who provides infrastructure services to both Microsoft 

customers as well as internally and the Microsoft Online Services group, which 

provides the application suite and data layer (see Figure 1).  

 

 

Figure 1: The Services Stack for Office 365 

 

 

  

 

 

 

The Trust Center offers 

additional information 

on topics such as geo -

location of data, 

administrator access, 

and expanded 

information about 

compliance practices.   

 

To learn more visit our  

Trust Center  
 

(http://go.microsoft.com/fwlink/?

LinkID=206613&CLCID=0x409 ) 

http://go.microsoft.com/fwlink/?LinkID=206613&CLCID=0x409
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ISO Certifications for the 

Microsoft  Online Services Stack 
 

Both Office 365 and the infrastructure on which it relies (Microsoft Global Foundation 

Services) employ security frameworks based on the International Standards 

Organization (ISO/IEC 27001:2005) family of standards and are ISO 27001 certified 

by independent auditors.   

      Our ISO 27001 certifications enable customers to evaluate how Microsoft meets 

or exceeds the standards and implementation guidance against which we are 

certified.  ISO 27001 defines how to implement, monitor, maintain, and continually 

improve the Information Security Management System (ISMS).   In addition, both the 

services and the infrastructure undergo a yearly SAS 70 (or successor SSAE16) 

audit.  

          The Microsoft Online Services Information Security Policy, applicable to 

Office 365, also aligns with ISO 27002, augmented with requirements specific to 

online services.  ISO 27002 is not a certification but provides a suggested set of 

suitable controls for the Information Security Management System.  

How to read CSA requirements and Microsoftôs response 

On the following pages, we have mapped our security practices to the guidance 

provided by the CCM.  The first two columns, headed ñControl ID in CCMò and 

ñDescriptionò, consist of content directly from the CCM identifying relevant controls
1
.  

The third column, headed ñMicrosoft Responseò consists of: 

1) A short explanation of how Microsoft Online Services satisfy the Cloud 

Security Alliance recommendation. 

2) A reference to the ISO 27001 controls attested to by the Microsoft Global 

Foundation Services (GFS) and/or Microsoft Online Services ISO 27001 

certifications, where relevant. 

Example: 

The Cloud Security Alliance Cloud Control Matrix, ID IS-O2 states: 

ñExecutive and line management shall take formal action to support information 

security through clear documented direction, commitment, explicit assignment and 

verification of assignment execution.ò 

Microsoftôs Response: 

ñEach management-endorsed version of the Information Security Policy and all 

subsequent updates are distributed to all relevant stakeholders. The Information 

Security Policy is made available to all new and existing Microsoft Online Services 

employees for review. 

(1) CCM content in columns 1 and 2 is © 2011 Cloud Security Alliance, used with 

permission. 

Microsoftôs ISO 27001 

certifications enable 

customers to evaluate how 

Microsoft meets or exceeds 

the standards and 

implementation guidance.  

http://www.bsigroup.com/en/Assessment-and-certification-services/Client-directory/CertificateClient-Directory-Search-Results/?pg=1&licencenumber=IS+552878&searchkey=licenceXeqX552878
http://www.bsigroup.com/en/Assessment-and-certification-services/Client-directory/CertificateClient-Directory-Search-Results/?pg=1&licencenumber=IS+552878&searchkey=licenceXeqX552878
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Microsoftôs Response (continued): 

 

All Microsoft Online Services employees represent that they have reviewed, 

and agree to adhere to, all policies within the Information Security Policy 

documents. 

All Microsoft Online Services Contractor Staff agree to adhere to the 

relevant policies within the Information Security Policy. Should one of these 

parties not have access to this policy for any reason, the supervising 

Microsoft agent is responsible for distributing the policy to them. A 

customer-facing version of the Information Security Policy can be made 

available upon request. Customers and prospective customers must have a 

signed NDA or equivalent in order to receive a copy of the Information 

Security Policy. 

òManagement Commitment to Information Securityò and ñManagement 

Responsibilityò is covered under the ISO 27001 standards, specifically 

addressed in Clause 5 and Annex A, domain 6.1.1. For more information 

review of the publicly available ISO standards we are certified against is 

suggested.ô 

 

Instructions for more information and guidance: 

A review of the ISO 27001 and ISO 27002 publicly available standards is highly 

recommended. ISO Standards are available for purchase at the International 

Organization for Standardization website: http://www.iso.org/iso/iso_catalogue.  

These ISO standards provide deep detail and guidance.  Once again the fact that 

Microsoft Online Services is certified to ISO 27001 means that we have met an 

external auditorôs expectation that our environment achieves or exceeds such 

standards.    

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The fact that Microsoft 

Online Services is certified 

to ISO 27001 means that we 

have been able to meet the 

external auditorsô 

expectations that our 

environment meets or 

exceeds such standards. 

The public copy of the 
Microsoft Online Services 
ISO Certification is 
available here:  ISO 

Certification 

(http://www.bsigroup.com/en/Assessment-
and-certification-services/Client-directory/ 
Search Term: Microsoft Online Services) 

  

http://www.iso.org/iso/iso_catalogue
http://www.bsigroup.com/en/Assessment-and-certification-services/Client-directory/CertificateClient-Directory-Search-Results/?pg=1&licencenumber=IS+552878&searchkey=licenceXeqX552878
http://www.bsigroup.com/en/Assessment-and-certification-services/Client-directory/CertificateClient-Directory-Search-Results/?pg=1&licencenumber=IS+552878&searchkey=licenceXeqX552878
http://www.bsigroup.com/en/Assessment-and-certification-services/Client-directory/
http://www.bsigroup.com/en/Assessment-and-certification-services/Client-directory/
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Example: 

When reviewing the standard, one can take the ISO 27001 control or clause, 

and review specifics, e.g. ñManagement Commitment to Information Securityò 

clause 5, from the ISO 27001 standard or the ISO 27002 advisory control 6.1.1 

details: 

 

 

ñManagement responsibilityé..ò 

 
 

 
 

 

 

 

 

 

 

 

Resources 

 

Visit our Trust Center  and get:  

 

¶ White papers  

¶ Frequently Asked Questions 

¶ Certification Information  

¶ ISO Standards Available for Purchase 

 

(Trust Center link: http://go.microsoft.com/fwlink/?LinkID=206613&CLCID=0x409 ) 

 

The public copy of the Microsoft Online Services ISO Certification is available here:  

ISO Certification  (http://www.bsigroup.com/en/Assessment-and-certification-

services/Client-directory/ Search Term: Microsoft Online Services)  

  

http://go.microsoft.com/fwlink/?LinkID=206613&CLCID=0x409
http://go.microsoft.com/fwlink/?LinkID=206613&CLCID=0x409
http://www.bsigroup.com/en/Assessment-and-certification-services/Client-directory/CertificateClient-Directory-Search-Results/?pg=1&licencenumber=IS+552878&searchkey=licenceXeqX552878

